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Class KIJUR.cryptoMac

Wac class which is very similar to java.securityWac class
Defined in: crypto-14.s.

Class Summary

KIUR.crypto.Mac(params)

WMac(Message Authentication Code) class which is very similar +o
JavasecurityMac class
Carrently this supports followivg algorithm and providers combination:

hmacmds - cryptojs
hwmacshat - cryptojs
hmacsha2. 24 - cryptojs
hmacsha2.56 - crypto)s
hmacsha?d4 - cryptojs
macshas 2 - crypto)s

NOTE: HmacSHA2 24 and HmacSHAZS4 issue was fixed since jsrsasion 4.4.4.

Method Summary

VIUR g5 cades.OtherHasina <statics KJMR&WP%’O.WMO.@FM&!O
completes hash caleulation and returns hash result
KIUR.asm cades SiguaturePol
KIUR.asm .cades SignatureTiv <static> KJMR'GNP%'MM@EMIHQX(M@X)
performs final update on the digest using hexadecimal string, then completes
KIUR.asm.oms the digest computation
KIUR.asm cms Attribute
» » <statics | KIUR.cryptoMac.doFinalString (str)
KIUR.aswt.cims.AttributeList performs final update on the digest using string, then completes +he digest
KIUR.asw .cms, CMS UL computation
KIUR.aswt.cms.ContentTufo <statics | KIUR.cryptoMac setPassword(pass)
KIUR.asw.ems. ContentType set password for Wac This method will set password for (H)Wac vternally.
KIUR.asw cms.BncapsulatedC <statics | KIUR.cryptoMacupdatetex(hex)
KIUR.aswl.oms TssuerAndSeri update digest by specified hexadecimal string
KIUR.asm.cms.MessageDiges: <staties | KIJUR.cryptoMacupdateString (str)
KIUR.as.oms SignedData update digest by specified string
KIUR.aswl.ems.SiguerTufo
KIUR.aswl.cms SiguingCertific Class Detail
KIURasm emsSiouingCertific  KIUR.LryptoMac(params)
Y IUR. g cms Siauine Time W\ac(\/\/\@ssage Authentication .Cod@) clqss which is very similar fo jm}va.secwihﬂ/\/\ac class
Currently this supports following algorithm and providers combination:
KIUR.asw.Lsr

KIUR.asm csr. CertificatioiRe

KIUR.asm csr.CertificationRe
KIUR.asm csr. CSRU
KIUR.asm DERAbstractStrin
KIUR.asm DERAbstractStruc
KIUR.as DERAbStract Time
KIUR.asm DERBItString
KIUR.asw . DERBooleav
KIUR.asm DEREnumerated
KIUR.asw . DERGeueralized T
KIUR.asm DERTASString
KIUR.asw| PERTuteger
KIUR.asw DERNull

o himnacmds - cryptos
hmacsha - cryptois
hmacsha2 24 - crypto)s
hmacsha256 - cryptojs
hmacsha3d4 - cryptojs
hmacshas12 - cryptojs

NOTE: HmacSHA2 2.4 and HmacSHA2®4 issue was fixed since jsrsasign 44.4. Please use 'ext/cryptojs-312-core-
fix*js' instead of ‘corejs' of original CryptoJS +o avoid those issue.

NOTE2: Himac signature bug was fixed in jsrsasion 4.9.0 by providing CryptoIS bug workaround.

Please see KIUR.cryptoMac.setPassword, how to provide password in various ways in detail.

var mac = vew KIJUR.cryptoMac({alg: "HmacSHM", "pass”: "pass'});
macupdateString (‘aaa’)
var macHex = md.doFival ()

[ other password representation

var mac = new KIJUR.cryptoMac({alo: "HimacSHA256", "pass”: §'hex": "e161"33);
var mac = vew KIJURcryptoMac({aloy "HmacSHA256", "pass”: §'utf™: "aa"33);

var mac = new KIJUR.cryptoMac({alg: "HmacSHAZ56", "pass”: £'rotr™ "\e1\xe1"33);
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KIUR.as1 DERNumericString
KIUR.asm DEROVject T dewtif
KIUR.asm DEROctetString
KIUR.as DERPrintableStrin
KIUR.asw1 DERSequevce
KIUR.asn1. DERSet

KIUR.asm . DERTagyedObject
KIUR.asm DERTeletexString
KIUR.asw1 DERUT CTime
KIUR. asw DERUT EASHring
KIUR.asw].tsp

KIUR.asm Asp Abstract TSAA

KIUR.asm tsp.Accuracy
KIUR.asm tsp Fixed TSAAdap

KIUR.asm Asp.MessageTmpri
KIUR.asm Asp PKT FailureTuf
KIUR.as Asp PKT FreeText
KIUR.as Asp PKT Status
KIUR.asm Asp PRI StatusTuf
KIUR.as sp Simple TSAAda
KIUR.asm tsp TimeStampRec

KIUR.asm Asp TimeStampRes
KIUR.as +sp T SPUi
KIUR.asm +sp TSTTufo
KIUR.asm X509
KIUR.asm1.x509.AlgorithmT de
KIUR.as X504 AttributeTyy
KIUR.asw X509, AuthorityKey
KIUR.as1 X509, BasicConstra
KIUR.asw x509. Certificate
KIUR.asm1.x509.CRL
KIUR.asw1 X509.CRLDistribut
KIUR.as X509.CRLEN 1Y
KIUR.as X509 . Distribution?

KIUR.4sM X509 Distribution?

KIUR.4smM X509, Extension

KIUR.asw1 X509, ExtKeyUsage
KIUR.asm X509, GieneralName
KIUR.asm X509, GieneralName
KIUR.asm X509, KeyUsage
KIUR.asm x509.0TD
KIUR.asm X509 RPN
KIUR.as x509.5ubjectPublic
KIUR.asw X509, TBSCertifica
KIUR.asw X509, TBSCertList
KIUR.asm X509, Time
KIUR.asm x509.X500Name
KIUR.asw X509 X509 Uil
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var mac = vew KIUR.cryptoMac(falg: "HmacSHA256", "pass”: £'be4": "WiD2/+..a=="3});
var mac = vew KJUR cryptoMac({aloy "HimacSHA256", "pass”: §'be4u": "WMiD2._-..a"}3);

Parameters:

FArrayi params
parameters for constructor

WMethod Detail

<statics KIUR.crypto.MacdoFinal()
completes hash calenlation and returus hash result

md.digest()

<statics KJUR.crypto.Mac.doFinakHex(hex)
performs final update on the digest using hexadecimal string, then completes the digest computation

md.digestHex('0f2abd')

Parameters:

{String 3 nex
hexadecimal string to final update

<statics KJUR.crypto.MacdoFinalString (str)
performs final update on the digest usivg string, then completes the digest computation

md.digestString('aaa’)
Parameters:

{Strings str
string +o final update

<statics KIUR.crypto.MacsetPassword(pass)
set password for Wac This method will set password for (H)Wac internally. Argument 'pass' can be specified as
following:

e evev length string of 0.4, a.f or A-F: implicitly specified as hexadecimal string
o ot above string: implicitly specified as raw string

o {rstr: "\XGe5\x70"}: explicitly specified as raw string

o fhex: "6570"3: explicitly specified as hexacedimal strivg

o {ntfe: "B explicitly specified as UTFD string

o {hG4: "MiTH.=="}: explicitly specified as Basek4 string

o {ho4n: "Wiz-_"3: explicitly specified as Base@4URL string

Tt is *STRONGLY RECOMMENDED* that explicit representation of password argument to avoid ambiguity, For
example string "@161" can mean a string "G1e1" or a hexadecimal string of "aa" (i.e. \x@1\x¢1).

mac = KIUR.cryptoMac({ alg's nimacsha256'3);
/] set password by implicit raw string
mac.setPassword("\xe5\x70\xba\xob");
mac.setPassword("password");

[1 set password by implici+ hexadecimal string
mac.setPassword("e570bA0k");
mac.setPassword("¢570BA0B");

/[ set password by explicit raw string
mac.setPassword({"rstr': "\XG5\XFO\Xba\x0k'"3);
/] set password by explicit hexadecimal strivg
mac.setPassword(§"nex": "6570bA0k"3);

/] set password by explicit ntfd string
mac.setPassword(§' utfd": "password/N X 7 — R");
/[ set password by explicit Basee4 strivg
mac.setPassword({"ve4": "Mo+c2f/=="3);

[ set password by explicit BaseGAURL string
mac.setPassword({"woAu": "WMb-c3f_"3);
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KIUR crypto

KIUR crypto.DSA
KIUR.crypto ECDSA
KIUR.crypto ECParameterDR
KIUR crypto.Mac

KIUR crypto MessagePigest
KIUR.crypto.OTD

KIUR. crypto.Siguature
KIUR crypto, Uil

KIUR jws

KIUR jws IntDate

KIUR jws.IWS
KIUR jws IWSTS
KIUR.lang.String
PKCSHPKEY

RSAKey

X509

Parameters:
(Objects? pass
password for Wac
Since:

erypto 14,7 jsrsasign 4.9.0
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<statics KJUR.crypto.Macapdatetex(nex)
wpdate digest by specified hexadecimal string

mdupdatettex('Dafe36');

Parameters:

£String 3 hex
hexadecimal string to update

<statics KJUR.crypto.MacapdateString (str)
update digest by specified string

mdupdateString('New York');

Parameters:

{String 3 str
string to update
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